
PREVENIREA 
FRAUDELOR 
FINANCIARE
Reguli de bazŇ

Á ¢ŜƴǘŀǘƛǾŜƭŜ ŘŜ ŦǊŀǳŘŇ ŦƛƴŀƴŎƛŀǊŇ ŀǳ ŘŜǾŜƴƛǘ ǘƻǘ Ƴŀƛ ŘƛǾŜǊǎŜΣ 
Ƴŀƛ ŎƻƴǾƛƴƎŇǘƻŀǊŜ Ǔƛ Ƴŀƛ ƎǊŜǳ ŘŜ ǊŜŎǳƴƻǎŎǳǘ ƭŀ ǇǊƛƳŀ 
vedere. Escrocii folosesc apeluri telefonice, SMS-uri, e-
ƳŀƛƭǳǊƛΣ ŀǇƭƛŎŀǚƛƛ ŘŜ ƳŜǎŀƎŜǊƛŜΣ ǇŀƎƛƴƛ ǿŜō ŦŀƭǎŜ ǎŀǳ ŎƘƛŀǊ 
ƴǳƳŜǊŜ ŘŜ ǘŜƭŜŦƻƴ ŎŀǊŜ ǇŀǊ ƻŦƛŎƛŀƭŜΣ ǇŜƴǘǊǳ ŀ ƻōǚƛƴŜ ōŀƴƛΣ 
date bancare, parole, coduri OTP sau acces la conturi.

Á DƘƛŘǳƭ ŀŘǳŎŜ ƞƴ ŀǘŜƴǚƛŜ ǇǊƛƴŎƛǇŀƭŜƭŜ ŦƻǊƳŜ ŘŜ ŦǊŀǳŘŇ 
ƞƴǘŃƭƴƛǘŜ ƞƴ ǇǊŜȊŜƴǘ Ǔƛ ŎŃǘŜǾŀ ǊŜƎǳƭƛ ǎƛƳǇƭŜ ŎŀǊŜ Ǉƻǘ ǇǊŜǾŜƴƛ 
pierderile financiare.

Á .ŀƴŎŀ bŀǚƛƻƴŀƭŇ ŀ 
Moldovei

GHID PRACTIC
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! Regula ŘŜ ōŀȊŇ

02

bƛŎƛƻ ƛƴǎǘƛǘǳǚƛŜ ǇǳōƭƛŎŇΣ 
.ŀƴŎŀ bŀǚƛƻƴŀƭŇ ŀ aƻƭŘƻǾŜƛ 
Ǔƛ ƴƛŎƛƻ ōŀƴŎŇ ƭƛŎŜƴǚƛŀǘŇ ƴǳ ǾŇ 
cer datele cardului, parole, 
coduri OTP sau transferul 
ōŀƴƛƭƻǊ ƞƴǘǊ-ǳƴ αŎƻƴǘ ǎƛƎǳǊέ -
nici prin telefon, nici prin 
mesaje prin SMS, Viber, 
WatsApp, Telegram etc.
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PRINCIPALELE 
TIPURI DE 
Cw!¦5(

03



Η b¦ ǘǊŀƴǎƳƛǘŜǚƛ ŘŀǘŜ ōŀƴŎŀǊŜ Ǔƛ ƴǳ ŜŦŜŎǘǳŀǚƛ 
ǘǊŀƴǎŦŜǊǳǊƛ ƭŀ ǎƻƭƛŎƛǘŀǊŜŀ ǇŜǊǎƻŀƴŜƭƻǊ ŎŀǊŜ ǾŇ 
ŎƻƴǘŀŎǘŜŀȊŇ ǘŜƭŜŦƻƴƛŎΦ

04

9ǎŎǊƻŎƛƛ Ǉƻǘ ǇǊŜǘƛƴŘŜ ŎŇ 
ǎǳƴǘ ǊŜǇǊŜȊŜƴǘŀƴǚƛ ŀƛ ǳƴŜƛ 
ōŇƴŎƛΣ ŀƛ ǇƻƭƛǚƛŜƛΣ {L{Σ 
procuraturii sau ai altor 
ƛƴǎǘƛǘǳǚƛƛΦ 5Ŝ ǊŜƎǳƭŇΣ 
ƞƴŎŜŀǊŎŇ ǎŇ ǎǇŜǊƛŜ ǾƛŎǘƛƳŀΣ 
ǎǇǳƴŃƴŘ ŎŇ ōŀƴƛƛ ǎǳƴǘ ƞƴ 
ǇŜǊƛŎƻƭΣ ŎŇ ŜȄƛǎǘŇ ƻ 
ŀƴŎƘŜǘŇ ǎŀǳ ŎŇ ǘǊŜōǳƛŜ 
ƭǳŀǘŜ ƳŇǎǳǊƛ ǳǊƎŜƴǘŜΦ

мΦ  Lat9w{hb!w9! .(b/L[hwΣ 
th[L¤L9LΣ Lb{¢L¢¦¤LL[hw t¦.[L/9
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Persoane necunoscute 
Ǉƻǘ ŎƻƴǘŀŎǘŀ ŎŜǘŇǚŜƴƛƛ ǇǊƛƴ 
ŀǇƭƛŎŀǚƛƛ ŘŜ ƳŜǎŀƎŜǊƛŜ 
(Telegram, Viber, 
²ŀǘǎ!ǇǇ ŜǘŎΦύ Ǔƛ Ǉƻǘ 
ǇǊŜǘƛƴŘŜ ŎŇ ǊŜǇǊŜȊƛƴǘŇ 
ƛƴǎǘƛǘǳǚƛƛ ǇǳōƭƛŎŜΣ ōŇƴŎƛ 
ƭƛŎŜƴǚƛŀǘŜΣ ŎƻƳǇŀƴƛƛ ǎŀǳ 
chiar rude apropiate.

!b¦ Řŀǚƛ ŎǳǊǎ ǎƻƭƛŎƛǘŇǊƛƭƻǊ ŦƛƴŀƴŎƛŀǊŜ ǇǊƛƳƛǘŜ ǇǊƛƴ 
ŀǇƭƛŎŀǚƛƛ ŘŜ ƳŜǎŀƎŜǊƛŜ.
±ŜǊƛŦƛŎŀǚƛ ƞƴǘƻǘŘŜŀǳƴŀ ƛƴŦƻǊƳŀǚƛŀ ǇǊƛƴ ŎŀƴŀƭŜ ƻŦƛŎƛŀƭŜΦ

05

нΦ Cw!¦59 twLb !t[L/!¤LL
DE MESAGERIE ETC.

www.bnm.md
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Η b¦ ŀŎŎŜǎŀǚƛ ƭƛƴƪǳǊƛ ǇǊƛƳƛǘŜ ǇǊƛƴ {a{ ǎŀǳ Ŝ-
mail de la surse necunoscute sau neverificate. 
LƴŦƻǊƳŀǚƛ-ǾŇ ŘƻŀǊ Řƛƴ ǎǳǊǎŜ ƻŦƛŎƛŀƭŜΦ

Victima ǇǊƛƳŜǓǘŜ
e-mailuri sau SMS-uri 
false, cu linkuri care 
ƛƳƛǘŇ ǇŀƎƛƴƛ ƻŦƛŎƛŀƭŜ ŀƭŜ 
ōŇƴŎƛƭƻǊΣ ƛƴǎǘƛǘǳǚƛƛƭƻǊ 
publice, companiilor de 
curierat sau altor 
ƻǊƎŀƴƛȊŀǚƛƛ ŎǳƴƻǎŎǳǘŜΦ

оΦ  tIL{LbD ¡L {aL{ILbD

www.bnm.md
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Η b¦ ŎƻƳǳƴƛŎŀǚƛ ƴƛŎƛƻŘŀǘŇ ŎƻŘǳǊƛ h¢tΣ
parole sau date de autentificare prin telefon.

9ǎŎǊƻŎƛƛ ǘŜƭŜŦƻƴŜŀȊŇ 
Ǔƛ ƞƴŎŜŀǊŎŇ ǎŇ ƻōǚƛƴŇ 
coduri OTP, parole, 
date de card sau 
confirmarea unor 
ǘǊŀƴȊŀŎǚƛƛΦ

4.  APELURI TELEFONICE 
FRAUDULOASE - VISHING

www.bnm.md
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9ǎŎǊƻŎƛƛ Ǉƻǘ ƻōǚƛƴŜ 
codurile OTP expediate 
ǇǊƛƴ {a{ Ǔƛ ƭŜ Ǉƻǘ 
folosi pentru 
contractarea unor 
credite online sau 
pentru autorizarea unor 
ƻǇŜǊŀǚƛǳƴƛ ƞƴ ƴǳƳŜƭŜ 
victimei.

! Codurile OTP sunt strict personale. 
bǳ ƭŜ ǘǊŀƴǎƳƛǘŜǚƛ ƴƛƳŇƴǳƛΣ ƛƴŘƛŦŜǊŜƴǘ 
de motivul invocat.

рΦ  Cw!¦59 /¦ h¢t ¡L /w95L¢9 hb[Lb9
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Η b¦ ƛƴǘǊƻŘǳŎŜǚƛ ŘŀǘŜƭŜ ŎŀǊŘǳƭǳƛ ǇŜ 
pagini neverificate .
±ŜǊƛŦƛŎŀǚƛ atent adresa site-ǳƭǳƛ Ǔƛ 
ǳǘƛƭƛȊŀǚƛ ŘƻŀǊ ǎƛǘŜ-urile oficiale.

Victima este 
ŘƛǊŜŎǚƛƻƴŀǘŇ ŎŇǘǊŜ 
pagini web 
false/clonate, unde
i ǎŜ ŎŜǊŜ ǎŇ ƛƴǘǊƻŘǳŎŇ 
datele cardului, parole, 
coduri de securitate 
ǎŀǳ ƛƴŦƻǊƳŀǚƛƛ 
personale etc.

сΦ  [LbY¦wL ¡L t!DLbL C![{9
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Escrocii promit 
ŎŃǓǘƛƎǳǊƛ ǊŀǇƛŘŜ Ǔƛ 
sigure din 
criptomonede , 
ŀŎǚƛǳƴƛΣ ǇƭŀǘŦƻǊƳŜ ŘŜ 
ǘǊŀƴȊŀŎǚƛƻƴŀǊŜ ǎŀǳ 
alte produse 
financiare fictive.

Η b¦ ƛƴǾŜǎǘƛǚƛ ōŀƴƛ ƞƴ ǇƭŀǘŦƻǊƳŜ 
ƴŜǾŜǊƛŦƛŎŀǘŜ Ǔƛ ƴǳ ƭǳŀǚƛ ŘŜŎƛȊƛƛ ŦƛƴŀƴŎƛŀǊŜ ƭŀ 
recomandarea persoanelor necunoscute.

тΦ  Cw!¦59 Lb±9{¢L¤Lhb![9
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уΦ  α/hb¢¦wL {LD¦w9έ

11

±ƛŎǘƛƳŜƛ ƛ ǎŜ ǎǇǳƴŜ ŎŇ ōŀƴƛƛ 
ǎŇƛ ǎǳƴǘ ƞƴ ǇŜǊƛŎƻƭ Ǔƛ ŎŇ 
ǘǊŜōǳƛŜ ǘǊŀƴǎŦŜǊŀǚƛ ǳǊƎŜƴǘ 
ƞƴǘǊ-ǳƴ αŎƻƴǘ ǎƛƎǳǊέΦ

Η b¦ ǘǊŀƴǎŦŜǊŀǚƛ ōŀƴƛ ƞƴ αŎƻƴǘǳǊƛ ǎƛƎǳǊŜέΦ 
!ŎŜǎǘŀ ŜǎǘŜ ǳƴ ǎŜƳƴŀƭ ŎƭŀǎƛŎ ŘŜ ŦǊŀǳŘŇΦ

уΦ  α/hb¢¦wL {LD¦w9έ
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Η b¦ ŀŎŎŜǇǘŀǚƛ ǎŇ ǇǊƛƳƛǚƛ ǎŀǳ ǎŇ ǘǊŀƴǎŦŜǊŀǚƛ 
bani pentru persoane necunoscute.

Unele persoane sunt 
ŎƻƴǾƛƴǎŜ ǎŇ ƻŦŜǊŜ 
acces la conturile lor 
ǎŀǳ ǎŇ ǘǊŀƴǎŦŜǊŜ ōŀƴƛ 
pentru alte persoane, 
contra unei 
recompense.
Oƴ acest mod, acestea 
pot deveni implicate 
ƞƴ ǎŎƘŜƳŜ ƛƭŜƎŀƭŜΦ

9.  CONTURI FOLOSITE PENTRU 
TRANSFERUL BANILOR 
PROVENI¤L 5Lb Cw!¦59
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Escrocii pot falsifica 
ƴǳƳŇǊǳƭ ŀŦƛǓŀǘ ǇŜ ŜŎǊŀƴΣ 
ŀǎǘŦŜƭ ƞƴŎŃǘ ŀǇŜƭǳƭ ǎŇ 
ǇŀǊŇ ŎŇ ǾƛƴŜ ŘŜ ƭŀ ƻ 
ōŀƴŎŇΣ ƛƴǎǘƛǘǳǚƛŜ ǇǳōƭƛŎŇ 
ǎŀǳ ŀƭǘŇ ƻǊƎŀƴƛȊŀǚƛŜ 
ƻŦƛŎƛŀƭŇΦ

Η b¦ ŀǾŜǚƛ ƞƴŎǊŜŘŜǊŜ ŘƻŀǊ ƞƴ ƴǳƳŇǊǳƭ ŀŦƛǓŀǘ ǇŜ 
ǘŜƭŜŦƻƴΦ OƴŎƘƛŘŜǚƛ ŀǇŜƭǳƭ Ǔƛ ǎǳƴŀǚƛ ŘƛǊŜŎǘ 
ƛƴǎǘƛǘǳǚƛŀΣ ŦƻƭƻǎƛƴŘ ƴǳƳŇǊǳƭ ŘŜ ǇŜ ǎƛǘŜ-ul oficial.

млΦ  C![{LCL/!w9! b¦a(w¦[¦L 59
TELEFON - SPOOFING CALLER ID
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ммΦ Cw!¦59 twLb !t[L/!¤LL 
59 !//9{ [! 5L{¢!b¤(
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9ǎŎǊƻŎƛƛ ǾŇ Ǉƻǘ 
ŎƻƴǾƛƴƎŜ ǎŇ ƛƴǎǘŀƭŀǚƛ 
ŀǇƭƛŎŀǚƛƛ ǇǊƛƴ ŎŀǊŜ ƻōǚƛƴ 
ŀŎŎŜǎ ŘŜ ƭŀ ŘƛǎǘŀƴǚŇ ƭŀ 
ǘŜƭŜŦƻƴΣ ǘŀōƭŜǘŇΣ ƭŀǇǘƻǇ 
sau calculator, precum 
Ǔƛ ƭŀ ŘŀǘŜƭŜ ǎǘƻŎŀǘŜ ǇŜ 
aceste dispozitive.

Η b¦ ƛƴǎǘŀƭŀǚƛ ŀǇƭƛŎŀǚƛƛ ƭŀ ǎƻƭƛŎƛǘŀǊŜŀ ǇŜǊǎƻŀƴŜƭƻǊ 
ƴŜŎǳƴƻǎŎǳǘŜ Ǔƛ ƴǳ ǇŜǊƳƛǘŜǚƛ ŀŎŎŜǎǳƭ ƭŀ ŘƛǎǘŀƴǚŇ 
asupra dispozitivelor personale.
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12.  FRAUDE PRIN CURIERI,
COLETE, TAXE SAU AMENZI FALSE

15

Escrocii transmit 
mesaje privind colete, 
ƭƛǾǊŇǊƛΣ ǘŀȄŜΣ ŀƳŜƴȊƛ 
ǎŀǳ ǇƭŇǚƛ ǳǊƎŜƴǘŜ Ǔƛ 
ŘƛǊŜŎǚƛƻƴŜŀȊŇ ǾƛŎǘƛƳŀ 
ŎŇǘǊŜ ǇŀƎƛƴƛ ŦŀƭǎŜ ŘŜ 
ǇƭŀǘŇΦ

Η bǳ ŜŦŜŎǘǳŀǚƛ ǇƭŇǚƛ ŀŎŎŜǎŃƴŘ ƭƛƴƪǳǊƛ ǇǊƛƳƛǘŜ 
ǇǊƛƴ {a{ ǎŀǳ ŀǇƭƛŎŀǚƛƛ ŘŜ ƳŜǎŀƎŜǊƛŜΦ 
±ŜǊƛŦƛŎŀǚƛ ŘƛǊŜŎǘ ƛƴŦƻǊƳŀǚƛŀ ǇŜ ǎƛǘŜ-ul oficial 
ŀƭ ƛƴǎǘƛǘǳǚƛŜƛ ǎŀǳ ŎƻƳǇŀƴƛŜƛΦ
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¢w!b{aL¢9¤L 
ACESTE 
LbChwa!¤LL 
¡L /9[hw 
!twhtL!¤LΗ
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tǊŜǾŜƴƛǊŜŀ ŦǊŀǳŘŜƭƻǊ ƞƴŎŜǇŜ 
Ŏǳ ŦƛŜŎŀǊŜ ŘƛƴǘǊŜ ƴƻƛΣ ŘŀǊ Ǔƛ 
ǇǊƛƴ ƎǊƛƧŀ ŦŀǚŇ ŘŜ ŦŀƳƛƭƛŜ Ǔƛ 
comunitate.
5ƛǎŎǳǘŀǚƛ ŘŜǎǇǊŜ ŀŎŜǎǘŜ 
ǊƛǎŎǳǊƛ Ŏǳ ǇŇǊƛƴǚƛƛΣ ōǳƴƛŎƛƛΣ 
ŎƻǇƛƛƛΣ ǊǳŘŜƭŜ Ǔƛ Ŏǳ ǘƻǚƛ ŎŜƛ 
ŎŀǊŜ ǾŇ ǎǳƴǘ ƞƴ ǇǊŜŀƧƳŇΦ

www.bnm.md
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h /hb±9w{!¤L9 
{Lat[( th!¢9 
PREVENI
O PIERDERE 
CLb!b/L!w( 
9bhwa(Η
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! Mesaj -cheie
ŘŜ ǊŜǚƛƴǳǘ

- b¦ ƻŦŜǊƛǚƛ ŘŀǘŜ ōŀƴŎŀǊŜ ƴƛƳŇƴǳƛ
- b¦ ǘǊŀƴǎƳƛǘŜǚƛ ŎƻŘǳǊƛ h¢t
- b¦ ǘǊŀƴǎŦŜǊŀǚƛ ōŀƴƛ
- b¦ ŀŎŎŜǇǘŀǚƛ ōŀƴƛ
ƭŀ ǎƻƭƛŎƛǘŀǊŜŀ ǇŜǊǎƻŀƴŜƭƻǊ ŎŀǊŜ ǾŇ 
ŎƻƴǘŀŎǘŜŀȊŇ ǘŜƭŜŦƻƴƛŎ ǎŀǳ ǇǊƛƴ 
ƳŜǎŀƧŜΦ ±ŜǊƛŦƛŎŀǚƛ ƞƴǘƻǘŘŜŀǳƴŀ 
ƛƴŦƻǊƳŀǚƛŀ ǇǊƛƴ ŎŀƴŀƭŜ ƻŦƛŎƛŀƭŜ Ǔƛ 
ǇŜǊǎƻŀƴŀ ŎŀǊŜ ǾŇ ŀǇŜƭŜŀȊŇΦ

24 www.bnm.md



Oƴ ŎŀȊǳƭ ǳƴŜƛ ǎƛǘǳŀǚƛƛ ǎǳǎǇŜŎǘŜΥ

18

1. bǳ ǾŇ ƎǊŇōƛǚƛΦ9ǎŎǊƻŎƛƛ ƳƛȊŜŀȊŇ ǇŜ 
ǇŀƴƛŎŇ Ǔƛ ǇǊŜǎƛǳƴŜ ǇǎƛƘƻƭƻƎƛŎŇΦ 

2. bǳ ŎƻƳǳƴƛŎŀǚƛ date bancare, parole 
sau coduri OTP.

3. bǳ ŀŎŎŜǎŀǚƛ ƭƛƴƪǳǊƛ ǎǳǎǇŜŎǘŜ Ǔƛ ƴǳ 
ƛƴǎǘŀƭŀǚƛ ŀǇƭƛŎŀǚƛƛ ƛƴŘƛŎŀǘŜ ŘŜ ǇŜǊǎƻŀƴŜ 
necunoscute.

4. OƴŎƘƛŘŜǚƛ ŀǇŜƭǳƭ Ǔƛ ǾŜǊƛŦƛŎŀǚƛ ƛƴŦƻǊƳŀǚƛŀ 
prin canale oficiale.

5. /ƻƴǘŀŎǘŀǚƛŘƛǊŜŎǘ ōŀƴŎŀ ǎŀǳ ƛƴǎǘƛǘǳǚƛŀ 
ǾƛȊŀǘŇ, folosind datele de contact 
publicate pe site-ul oficial. 

6. !ǇŜƭŀǚƛ ммнǓƛ ƛƴŦƻǊƳŀǚƛ ŀǳǘƻǊƛǘŇǚƛƭŜΦ
7. 5ƛǎŎǳǘŀǚƛ Ŏǳ ǊǳŘŜƭŜ Ǔƛ ŀǇǊƻǇƛŀǚƛƛdespre 

aceste riscuri, pentru a preveni 
ƳŀƴƛǇǳƭŀǊŜŀ Ǔƛ ǇƛŜǊŘŜǊƛƭŜ ŦƛƴŀƴŎƛŀǊŜΦ

www.bnm.md



MESAJE GENERICE

αATEb¤L9 ƭŀ ƳŜǎŀƧŜƭŜ Ǔƛ 
apelurile care cer bani, date 
ǇŜǊǎƻƴŀƭŜ ǎŀǳ ŎƻƴŦƛǊƳŇǊƛ 
ǳǊƎŜƴǘŜΦ ±ŜǊƛŦƛŎŇ ǎǳǊǎŀ Ǔƛ ƴǳ 
ǘǊƛƳƛǘŜ ƛƴŦƻǊƳŀǚƛƛ ōŀƴŎŀǊŜ 
ŎŇǘǊŜ ƴŜŎǳƴƻǎŎǳǚƛΦέ

αb¦ ƻŦŜǊƛ ŘŀǘŜ ōŀƴŎŀǊŜΣ ǇŀǊƻƭŜ 
ǎŀǳ ŎƻŘǳǊƛ Ǔƛ ǾŜǊƛŦƛŎŇ ƻǊƛŎŜ 
apel sau mesaj care promite 
ŎŃǓǘƛƎǳǊƛ ǊŀǇƛŘŜΦ /ƻƴǘŀŎǘŜŀȊŇ 
ŘƛǊŜŎǘ ōŀƴŎŀ ǎŀǳ ƛƴǎǘƛǘǳǚƛŀ ǇŜ 
ŎŀƴŀƭŜƭŜ ƻŦƛŎƛŀƭŜΦέ
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MESAJE GENERICE

18ς25 ani

α!ƛ ǇǊƛƳƛǘ ǳƴ ƭƛƴƪ ŘŜǎǇǊŜ ǳƴ 
ζŎŃǓǘƛƎ ǊŀǇƛŘη ǎŀǳ ƛƴǾŜǎǘƛǚƛƛ 
ƎŀǊŀƴǘŀǘŜΚ ±ŜǊƛŦƛŎŇ ǎǳǊǎŀ ƞƴŀƛƴǘŜ 
ǎŇ ƛƴǘǊƻŘǳŎƛ ŘŀǘŜƭŜ ŎŀǊŘǳƭǳƛΦ 
CǊŀǳŘŜƭŜ ƻƴƭƛƴŜ Ǉƻǘ Ǝƻƭƛ Ŏƻƴǘǳƭ ƞƴ 
ŎŃǘŜǾŀ ƳƛƴǳǘŜΦέ 

αbǳ ǘǊƛƳƛǘŜ ŎƻŘǳǊƛƭŜ ǇǊƛƳƛǘŜ ǇǊƛƴ 
{a{ ƴƛƳŇƴǳƛ -ƴƛŎƛ ƳŇŎŀǊ ŘŀŎŇ 
ǇŜǊǎƻŀƴŀ ǇǊŜǘƛƴŘŜ ŎŇ ŜǎǘŜ ŘŜ ƭŀ 
ōŀƴŎŇΦ .ŀƴŎŀ b¦ ŎŜǊŜ ǇŀǊƻƭŜ ǎŀǳ 
ŎƻŘǳǊƛ ŘŜ ŎƻƴŦƛǊƳŀǊŜΦέ 
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